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(54) Mobile station and method for selectively downloading components of a software by 
comparing component specific version numbers 



(57) A mobile station for wirelessly receiving soft- 
ware files from a software upgrade server. The mobile 
station comprises: 1 ) a memory (260) for storing the re- 
ceived software files in a plurality of download modules 
(263), each download module (DLM) comprising a plu- 
rality of related components that perform a particular 
function: and 2) a DLM controller (270) for determining 
a version identifier associated with each component in 
each download modules. The controller compares a first 
group of version identifiers associated with a first plural- 
ity of related components in a first download module with 
corresponding version identifiers associated with the 
first plurality of related component that are contained in 
a list of latest component versions. 
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AS A RESULT OF A TRIGGERING EVENT. DIM MANAGER PROGRAM 270 
RECaviES LIST OF LATEST VERSIONS OF COMPONETS IN DLM k 



DLM MANAGER PROGRAM 270 COMPARES LIST OF LATEST VERSIONS 
OF COMPONENTS IN OLM k WITH CURRENTLY INSTALLED -VERSIONS 
OF CMPONENTS IN DLM k 



DLM MANAGER PROGRAM 270 SELECTS AT LEAST ONE COMPONENT IN 
DLM K TO BE UPGRAOED & DETERMINES INTERDEPENDENCES. IF ANY 
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DLM MANAGER PROGRAM 270 REQUESTS UST(S) OF LATEST VERSIONS 
OF INTERDEPENDENT COMPONENT(S) IN OTHER DLMs. IF ANY 



DLM MANAGER PROGRAM 270 RECEIVES LIST OF LATEST VERSIONS OF 
INTERDEPENDENT COMPONENTS IN OTHER DLM(s) AND COMPARES 
WITH INSTALLED VERSIONS OF SAME COMPONENTS IN OTHER DLM(s) 



DLM MANAGER PROGRAM 270 REQUESTS DOWNLOAD OF 
SELECTED COMPONENTS IN DLM k AND REQUIRED 
INTERDEPENDENT COMPONENTS IN OTHER DLM(S) 



WHEN ALL NEW VERSIONS OF COMPONENTS ARE PRESENT. OLM MAN- 
AGER PROGRAM 270 REPLACES OLD VERSIONS. MS 11 1 REBOOTS 
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Description 

[0001] The present invention is directed generally to 
upgradeable wireless communication systems and, 
more specifically, to a centralized component manager 
for supervising the downloading and installation of soft- 
ware modules in a wireless mobile station. 
[0002] In order to increase the wireless market to the 
greatest extent possible, wireless service providers and 
wireless equipment manufacturers constantly seek new 
ways to make wireless equipment and services as con- 
venient, user-friendly, and affordable as possible. To 
that end, wireless service providers and the manufac- 
turers of cell phones and other wireless mobile stations 
frequently work together to streamline procedures for 
enrolling and equipping new subscribers and for improv- 
ing the services and equipment of existing subscribers. 
[0003] One important aspect of these efforts involves 
over-the-air (OTA) provisioning and upgrading of wire- 
less mobile stations such as cell phones, wireless per- 
sonal digital assistants (PDAs), wireless hand-held 
computers, two-way pagers, and the like. OTA provi- 
sioning is a relatively new feature that enables a new 
subscriber who purchases a new coll phone (or other 
mobile station) to sot up an account with a wireless serv- 
ice provider and to configure the phone for operation. 
The OTA provisioning procedure is mostly automated 
and does not require iro now subscriber to visit a cell 
phone service contor Typcaty the new subscriber re- 
moves the new con ononc irem ts box. calls a special 
purpose telephoro numocr (given in the instructions), 
and performs an nicr active provisioning procedure with 
an automated agent or a human service representative. 
[0004] Over-the a»r upqr adnq of wireless mobile sta- 
tions also is a relate c'> new oroccdure that enables a 
subscriber to downio.ic nnd install upgraded software 
containing palchcs Duj fixes and newer versions of 
mobile station soUw^c inducing the operating system. 
[0005] The wireless service provider or the mobile 
station manufacturer or bo h may provide the upgraded 
software. 

[0006] It has long been possible to download and to 
install software upgrades lor a personal computer (PC) 
via the Internet However this process is considerably 
more complicated in a mobile station A personal com- 
puter has far more resources ava lacic to perform a soft- 
ware upgrade, including dynamically linked libraries 
(DLLs), a memory management unit (MMU). and a large 
random access memory (RAM) space A conventional 
PC software upgrade may be partitioned and download- 
ed to a personal computer as a group of shared objects. 
[0007] If one object file is corrupted or interrupted dur- 
ing transmission, only that object file needs to be re- 
transmitted. The object files that are properly received 
do not need to be re-transmitted. Once all object files 
are present, the memory management unit (MMU) of the 
PC loads all of the object files into RAM and re-links the 
object files to form a DLL. The DLL may then be stored 



back into ROM (i.e., disk) in the PC. During this process, 
the MMU is capable of modifying portions of the code 
or the symbol table. 

[0008] However, a wireless mobile station (e.g., a cell 
5 phone) typically has far fewer resources available than 
a PC. Mobile stations lack a memory management unit 
and code is not executed from RAM. Code is executed 
out of a Flash memory that acts as a read-only memory 
(ROM). The Flash memory generally cannot be written 
to, it can only be re-programmed with great difficulty. 
These resource limitations greatly complicate software 
upgrade operations in wireless mobile stations. 
[0009] Therefore, there is a need in the art for im- 
proved systems and methods for performing automatic 
software upgrades of wireless handsets and other types 
of mobile stations. In particular, there is a need for a cen- 
tralized component manager that supervises the organ- 
ization and installation of software components in a 
wireless communication device in a manner that ena- 
bles the easy upgrade and replacement of such compo- 
nents. 

[0010] It is the object of the present invention to pro- 
vide a mobile station capable of wirelessly receiving 
software files from a software upgrade server via a wire- 
less communication network. 

[0011] This object is solved by the subject matters of 
the independent claims. 

[0012] Preferred embodiments are defined in the de- 
pendent claims. 

[0013] According to an advantageous embodiment of 
the present invention, the mobile station comprises: 1) 
a memory capable of storing the received software files 
in a plurality of download modules, wherein each down- 
load module (DLM) comprises a plurality of related com- 
ponents that operate together to perform a particular 
function; and 2) a DLM controller associated with the 
memory capable of determining a version identifier as- 
sociated with each component in each of the plurality of 
download modules, wherein the controller is further ca- 
pable of comparing a first group of version identifiers 
associated with a first plurality of related components in 
a first download module with corresponding version 
identifiers associated with the first plurality of related 
component that are contained in a list of latest compo- 
nent versions. 

[0014] According to one embodiment of the present 
invention, the controller is capable of requesting and re- 
ceiving the list of latest component versions from the 
software upgrade server. 

[0015] According to another embodiment of the 
present invention, the controller, in response to the com- 
parison, identifies ones of the first plurality of related 
components for which newer component versions are 
available. 

[0016] According to still another embodiment of the 
present invention, the controller is capable of transmit- 
ting a request message to the software upgrade server 
requesting the transfer of the newer component ver- 
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sions of the identified related components for which 
newer component versions are available. 
[0017] According to yet another embodiment of the 
present invention, the controller is further capable of de- 
termining an interdependency between a first identified 
related component in the first download module and a 
dependent component in a second download module. 
[0018] According to a further embodiment of the 
present invention, the controller is further capable of 
comparing a version identifier associated with the de- 
pendent component in the second download module 
with a corresponding version identifier associated with 
the dependent component that is contained in the list of 
latest component versions. 

[0019] According to a still further embodiment of the 
present invention , the controller, in response to the com- 
parison, is capable of transmitting a request message 
to the software upgrade server requesting the transfer 
of a newer component version of the dependent related 
component if the newer component version is available. 
[0020] According to a yet further embodiment of the 
present invention, the related components in the first 
download module js of a different data type than the oth- 
er related components in the first download module. 
[0021] In one embodiment of the present invention, 
the related components comprise at least one of i) re- 
sources data, ii) graphics data, iii) strings data, and iv) 
executable code. 

[0022] In another embodiment of the present inven- 
tion, the controller requests the list of latest component 
versions from the software upgrade server in response 
to a triggering event, the triggering event comprising at 
least one of: i) receipt of an operator input; 2) receipt of 
a notification message from the software upgrade serv- 
er; and iii) expiration of a timer in the mobile station. 
[0023] The foregoing has outlined rather broadly the 
features and technical advantages of the present inven- 
tion so that those skilled in the art may better understand 
the detailed description of the invention that follows . Ad- 
ditional features and advantages of the invention will be 
described hereinafter that form the subject of the claims 
of the invention. Those skilled in the art should appreci- 
ate that they may readily use the conception and the 
specific embodiment disclosed as a basis for modifying 
or designing other structures for carrying out the same 
purposes of the present invention. Those skilled in the 
art should also realize that such equivalent construc- 
tions do not depart from the spirit and scope of the in- 
vention in its broadest form. 

[0024] Before undertaking the DETAILED DESCRIP- 
TION OF THE INVENTION below, it may be advanta- 
geous to set forth definitions of certain words and phras- 
es used throughout this patent document: the terms "in- 
clude" and "comprise," as well as derivatives thereof, 
mean inclusion without limitation: the term "or," is inclu- 
sive, meaning and/or; the phrases "associated with" and 
"associated therewith," as well as derivatives thereof, 
may mean to include, be included within, interconnect 



with : contain, be contained within, connect to or with, 
couple to or with, be communicable with, cooperate 
with, interleave, juxtapose, be proximate to, be bound 
to or with, have, have a property of, or the like; and the 
5 term "controller 1 * means any device, system or part 
thereof that controls at least one operation, such a de- 
vice may be implemented in hardware, firmware or soft- 
ware, or some combination of at least two of the same. 
It should be noted that the functionality associated with 
10 any particular controller may be centralized or distribut- 
ed, whether locally or remotely. Definitions for certain 
words and phrases are provided throughout this patent 
document, those of ordinary skill in the art should un- 
derstand that in many, if not most instances, such defi- 
es nitions apply to prior, as well as future uses of such de- 
fined words and phrases. 

[0025] For a more complete understanding of the 
present invention, and the advantages thereof, refer- 
ence is now made to the following descriptions taken in 
20 conjunction with the accompanying drawings, wherein 
like numbers designate like objects, and in which: 

FIGURE 1 illustrates an exemplary wireless net- 
work according to one embodiment of the present 
25 invention; 

FIGURE 2 illustrates in greater detail an exemplary 
mobile station having a download module manager 
according to one embodiment of the present inven- 
tion; 

30 FIGURE 3 illustrates download modules (DLMs) in 
the download module space in the memory of the 
exemplary mobile station according to one embod- 
iment of the present invention; and 
FIGURE 4 is a flow diagram illustrating the opera- 

35 tion of the download module manager in the exem- 
plary mobile station according to one embodiment 
of the present invention. 

[0026] FIGURES 1 through 4, discussed below, and 

40 the various embodiments used to describe the princi- 
ples of the present invention in this patent document are 
by way of illustration only and should not be construed 
in any way to limit the scope of the invention. Those 
skilled in the art will understand that the principles of the 

^5 present invention may be Implemented in any suitably 
arranged wireless mobile station. 
[0027] FIGURE 1 illustrates exemplary wireless net- 
work 1 00 according to one embodiment of the present 
invention. Wireless network 100 comprises a plurality of 

so cell sites 121-1 23, each containing one of the base sta- 
tions, BS 101, BS 102, or BS 103. Base stations 
1 01 -1 03 communicate with a plurality of mobile stations 
(MS) 111-114 over code division multiple access (CD- 
MA) channels. Mobile stations 111-114 may be any suit- 

55 able wireless devices, including conventional cellular ra- 
diotelephones, PCS handset devices, personal digital 
assistants : portable computers, or metering devices. 
The present invention is not limited to mobile devices. 
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Other types of access terminals, including fixed wireless 
terminals, may be used. However, for the sake of sim- 
plicity, only mobile stations are shown and discussed 
hereafter. 

[0028] Dotted lines show the approximate boundaries 
of the cell sites 1 21 -1 23 in which base stations 1 01 -1 03 
are located. The cell sites are shown approximately cir- 
cular for the purposes of illustration and explanation on- 
ly. It should be clearly understood that the cell sites may 
have other irregular shapes, depending on the cell con- 
figuration selected and natural and man-made obstruc- 
tions. 

[0029] As is well known in the art, cell sites 121-123 
are comprised of a plurality of sectors (not shown), each 
sector being illuminated by a directional antenna cou- 
pled to the base station. The embodiment of FIGURE 1 
illustrates the base station in the center of the cell. Al- 
ternate embodiments position the directional antennas 
in corners of the sectors. The system of the present in- 
vention is not limited to any particular cell site configu- 
ration. 

[0030] In one embodiment of the present invention, 
BS 101 , BS 102, and BS 103 comprise a base station 
controller (BSC) and one or more base transceiver sub- 
system^) (BTS). Base station controllers and base 
transceiver subsystems are well known to those skilled 
in the art. A base station controller is a device that man- 
ages wireless communications resources, including the 
base transceiver stations, for specified cells within a 
wireless communications network. A base transceiver 
subsystem comprises the RF transceivers, antennas, 
and other electrical equipment located in each cell site. 
This equipment may include air conditioning units, heat- 
ing units, electrical power supplies, telephone line inter- 
faces, and RF transmitters and RF receivers. For the 
purpose of simplicity and clarity in explaining the oper- 
ation of the present invention, the base transceiver sub- 
system in each of cells 121, 122, and 123 and the base 
station controller associated with each base transceiver 
subsystem are collectively represented by BS 101 , BS 
102 and BS 103, respectively. 

[0031 ] BS 1 01 , BS 1 02 and BS 1 03 transfer voice and 
data signals between each other and the public 
switched telephone network (PSTN) (not shown) via 
communication line 131 and mobile switching center 
MSC) 140. BS 101, BS 102 and BS 103 also transfer 
data signals, such as packet data, with the Internet (not 
shown) via communication line 131 and packet data 
server node (PDSN) 150. Line 131 also provides the 
connection path to transfers control signals between 
MSC 140 and BS 101 , BS 102 and BS 103 used to es- 
tablish connections for voice and data circuits between 
MSC 1 40 and BS 1 01 , BS 1 02 and BS 1 03. 
[0032] Communication line 131 may be any suitable 
connection means, including a T1 line, a T3 line, a fiber 
optic link, a network packet data backbone connection, 
or any other type of data connection. Line 131 links each 
vocoder in the BSC with switch elements in MSC 140. 



Those skilled in the art will recognize that the connec- 
tions on line 131 may provide a transmission path for 
transmission of analog voice band signals, a digital path 
for transmission of voice signals in the pulse code mod- 
5 ulated (PCM) format, a digital path for transmission of 
voice signals in an Internet Protocol (IP) format, a digital 
path for transmission of voice signals in an asynchro- 
nous transfer mode (ATM) format, or other suitable con- 
nection transmission protocol. Those skilled in the art 

10 will recognize that the connections on line 1 31 may pro- 
vide a transmission path for transmission of analog or 
digital control signals in a suitable signaling protocol. 
[0033] MSC 140 is a switching device that provides 
services and coordination between the subscribers in a 

15 wireless network and external networks, such as the 
PSTN or Internet. MSC 140 is well known to those 
skilled in the art. In some embodiments of the present 
invention, communications line 131 may be several dif- 
ferent data links where each data link couples one of BS 

20 101, BS 102, or BS 103 to MSC 140. 

[0034] In the exemplary wireless network 1 00, MS 1 1 1 
is located in cell site 121 and is in communication with 
BS 101. MS 113 is located in cell site 122 and is in com- 
munication with BS 102. MS 114 is located in cell site 

25 123 and is in communication with BS 103. MS 112 is 
also located close to the edge of cell site 1 23 and is mov- 
ing in the direction of cell site 123, as indicated by the 
direction arrow proximate MS 1 1 2. At some point, as MS 
112 moves into cell site 123 and out of eel! site 121, a 

30 hand-off will occur. 

[0035] As is well known, the hand-off procedure trans- 
fers control of a call from a first cell site to a second cell 
site. AsMS 112 moves from cell 121 to cell 123, MS 112 
detects the pilot signal from BS 103 and sends a Pilot 

35 Strength Measurement Message to BS 101 . When the 
strength of the pilot transmitted by BS 1 03 and received 
and reported by MS 112 exceeds a threshold, BS 101 
initiates a soft hand-off process by signaling the target 
BS 103 that a handoff is required as described in TIA/ 

40 EIA IS-95 or TIA/EIA IS-2000. 

[0036] BS 103 and MS 112 proceed to negotiate es- 
tablishment of a communications link in the CDMA 
channel. Following establishment of the communica- 
tions link between BS 103 and MS 112, MS 112 com- 

45 municateswith both BS 101 and BS 103 in a soft handoff 
mode. Those acquainted with the art will recognize that 
soft hand-off improves the performance on both forward 
(BS to MS) channel and reverse (MS to BS) channel 
links. When the signal from BS 101 falls below a prede- 

50 termined signal strength threshold, MS 112 may then 
drop the link with BS 101 and only receive signals from 
BS 1 03. The call is thereby seamlessly transferred from 
BS 101 to BS 103. The above-described soft hand-off 
assumes the mobile station is in a voice or data call. An 

55 idle hand-off is the hand-off between cells sites of a mo- 
bile station that is communicating in the control or pag- 
ing channel. 

[0037] Any or all of the mobile stations in wireless net- 
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work 1 00 may be upgraded by means of an over-the-air 
(OTA) upgrade procedure that transfers new software 
to the mobile stations from a remote upgrade server (not 
shown) that is accessed via the Internet. According to 
the principles of the present invention, each mobile sta- 
tion comprises a download module (DLM) managerthat 
provides centralized management of all software com- 
ponents that are installed in the mobile station. As used 
herein, the term "upgrade" refers not only to the down- 
load and installation of patches and improvements to al- 
ready existing software, but also refers to the download 
and installation of software applications that are entirely 
new. 

[0038] FIGURE 2 illustrates in greater detail exempla- 
ry mobile station 1 1 1 , which comprises a download mod- 
ule manager according to one embodiment of the 
present invention. Wireless mobile station 111 compris- 
es antenna 205, radio frequency (RF) transceiver 210, 
transmit (TX) processing circuitry 215, microphone 220, 
and receive (RX) processing circuitry 225. MS 111 also 
comprises speaker 230, main processor 240, input/out- 
put (I/O) interface (IF) 245, keypad 250, display 255, and 
memory 260. Memory 260 further comprises basic op- 
erating system (OS) program 261 , download control 
program 262, and download module (DLM) space 263. 
Download control program 262 further comprises down- 
load module (LDM) manager program 270, which is a 
subroutine that supervises the downloading, the organ- 
ization, and the installation of various download mod- 
ules that may be retrieved from an Internet accessible 
remote server in an over-the-air (OTA) upgrade proce- 
dure. 

[0039] Radio frequency (RF) transceiver21 0 receives 
from antenna 205 an incoming RF signal transmitted by 
a base station of wireless network 1 00. Radio frequency 
(RF) transceiver 210 down-converts the incoming RF 
signal to produce an intermediate frequency (IF) or a 
baseband signal. The IF or baseband signal is sent to 
receiver (RX) processing circuitry 225 that produces a 
processed baseband signal by filtering, decoding, and/ 
or digitizing the baseband or IF signal to produce a proc- 
essed baseband signal. Receiver (RX) processing cir- 
cuitry 225 transmits the processed baseband signal to 
speaker 230 (i.e., voice data) or to main processor 240 
for further processing (e.g., web browsing). 
[0040] Transmitter (TX) processing circuitry 215 re- 
ceives analog or digital voice data from microphone 220 
or otheroutgoing baseband data (e.g., web data, e-mail, 
interactive video game data) from main processor 240. 
Transmitter (TX) processing circuitry 215 encodes, mul- 
tiplexes, and/or digitizes the outgoing baseband data to 
produce a processed baseband or IF signal. Radio fre- 
quency (RF) transceiver 210 receives the outgoing 
processed baseband or IF signal from transmitter (TX) 
processing circuitry 215. Radio frequency (RF) trans- 
ceiver 210 up-converts the baseband or IF signal to a 
radio frequency (RF) signal that is transmitted via an- 
tenna 205. 



[0041] In an advantageous embodiment of the 
present invention, main processor 240 is a microproc- 
essor or microcontroller Memory 260 is coupled to main 
processor 240. According to an advantageous embod- 

5 iment of the present invention, part of memory 260 com- 
prises a random access memory (RAM) and another 
part of memory 260 comprises a Flash memory, which 
acts as a read-only memory (ROM). 
[0042] Main processor 240 executes basic operating 

10 system (OS) program 261 stored in memory 260 in order 
to control the overall operation of wireless mobile station 
1 1 1 . In one such operation, main processor 240 controls 
the reception of forward channel signals and the trans- 
mission of reverse channel signals by radio frequency 

15 (RF) transceiver 210, receiver (RX) processing circuitry 
225, and transmitter (TX) processing circuitry 21 5, in ac- 
cordance with well-known principles. 
[0043] Main processor 240 is capable of executing 
other processes and programs resident in memory 260, 

20 including download control program 262 and DLM man- 
ager program 270. Main processor 240 can move data 
into or out of memory 260, as required by an executing 
process. Main processor 240 is also coupled to I/O in- 
terface 245. I/O interface 245 provides mobile station 

25 in with the ability to connect to other devices such as 
laptop computers and handheld computers. I/O inter- 
face 245 is the communication path between these ac- 
cessories and main controller 240. 
[0044] Main processor 240 is also coupled to keypad 

30 250 and display unit 255. The operator of mobile station 
111 uses keypad 250 to enter data into mobile station 
111 . Display 255 may be a liquid crystal display capable 
of rendering text and/or at least limited graphics from 
web sites. Alternate embodiments may use other types 

35 of displays. 

[0045] in accordance with the principles of the present 
invention, main processor240 also receives and installs 
download modules containing software upgrades and 
patches under the control of download control program 

40 262. This may be done in an over-the-air (OTA) upgrade 
procedure that may be initiated by any conventional trig- 
gering event, such as an operator-initiated action, an au- 
tomated periodic procedure (i.e., expiration of a timer in 
MS 111), or receipt of a notification message from a re- 

45 mote upgrade server (not shown). 

[0046] In response to any of these triggering events, 
and under the control of download control program 262 
and DLM manager program 270, main processor 240 
establishes a communication link to wireless network 

50 1 00 and to the remote server via the Internet connection 
of wireless network 100. When the communication link 
is established, main processor 240 requests a list of 
available upgrades for a mobile station of its type. The 
remote server responds with a list of upgrade programs 

55 and the resource needs (i.e., memory space, processor 
speed) of those upgrade programs. Advantageously, 
the communication protocol between MS 111 and the 
upgrade server allows DLM manager program 270 to 
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authenticate connections to valid servers and to verify 
the integrity of received data, such as by means of an 
MD5 checksum algorithm with secure key encryption. 
[0047] According to an exemplary embodiment of the 
present invention, download control program 262 is pri- 
marily responsible for establishing and maintaining a 
session connection to the remote server. Once the con- 
nection is established, DLM manager program 270 su- 
pervises the identification, selection, transfer, storage, 
installation and configuration of various software com- 
ponents in the download modules. DLM manager pro- 
gram 270 maintains a table of DLM descriptors and a 
set of components for each download module (DLM). 
Each component type has a set of operators that can 
manage data reads, data writes, deletions, installations, 
and initializations. In other words, data of type X in all 
DLMs may be stored to flash memory, data of type Y 
may be stored to the file system, data of type Z may be 
stored to EEPROM, and so forth. DLM manager pro- 
gram 270 stores in its database a file handle for each 
component and calls type-specific operators to execute 
it. Thus, type-specific operators perform all operations 
on the data, although the database of components is 
maintained by DLM manager program 270. 
[0048] DLM manager program 270 references the 
DLM descriptors to keep track of component revisions 
and to identify component interdependences whenever 
upgrade components are available. DLM manager pro- 
gram 270 also maintains a status list of DLM downloads 
in progress. DLM manager program 270 does not iden- 
tify a download operation as complete unless the corre- 
sponding entry in the status list is flagged as "DONE." 
New components are not installed until the entire set of 
components has been stored and old components are 
kept in mobile station 111 until the new components 
have been installed. Advantageously, DLM manager 
program 270 optimizes the use of memory space by us- 
ing knowledge of software component sizes to place 
small components in appropriately sized ROM holes 
and keeping large holes contiguous for subsequent 
placement of large components. 

[0049] FIGURE 3 illustrates download modules 
(DLMs) in download module (DLM) space 263 in mem- 
ory 260 of exemplary mobile station 111 according to 
one embodiment of the present invention. DLM space 
263 stores a plurality of download modules (DLMs), in- 
cluding exemplary download modules 310, 320, 330 
and 340. Download module (DLM) 31 0, download mod- 
ule (DLM) 320, download module (DLM) 330 and down- 
load module (DLM) 340 may also be referred to hereaf- 
ter as DLM1 , DLM2, DLM3, and DLM4, respectively. 
[0050] Each one of download modules 310, 320, 330 
and 340 is comprised of several different components, 
which are intended to operate together. For example, 
DLM 310 comprises resources component 311, strings 
component 312, graphics component 313, and execut- 
able code component 314. Similarly, DLM 320 compris- 
es resources component 321, strings component 322, 



graphics component 323, and executable code compo- 
nent 324 and DLM 330 comprises resources component 
331 , strings component 332, graphics component 333, 
and executable code component 334. Finally, DLM 340 
5 comprises resources component 341 , strings compo- 
nent 342, graphics component 343, and executable 
code component 344. 

[0051] While the specific types of operations per- 
formed on each component may vary, the categories of 

10 operations (e.g., load, install, identify contents, etc.) do 
not. As a result, DLM manager program 270 may boot- 
strap DLMs (i.e., simultaneously load all components) 
wherever one of them is reference, without explicit com- 
mands from the operator. Also, DLM manager program 

15 270 is able to use its knowledge of component depend- 
encies and component revisions to determine the mini- 
mal set of components required for downloading as well 
as the correct order for downloading. 
[0052] For example, suppose that, in DLM 310, re- 

20 sources component 311 is Version 1.1.15, strings com- 
ponent 312 is Version 1.1.10, graphics component 313 
is Version 1.1.31, and executable code component 314 
is Version 1.1.44. DLM manager program 270 may re- 
quest and receive a list of the latest components from 

25 the remote server and determine that the latest version 
of resources component 311 is Version 1 .1 .15, the latest 
version of strings component 312 is Version 1.1.18, the 
latest version of graphics component 313 is Version 
1 .1 .31 , and the latest version of executable code com- 

30 ponent 31 4 is Version 1 .1 .50. Since only strings compo- 
nent 312 and executable code component 314 have 
changed, DLM manager program 270 only requests 
those components from the remote server. 
[0053] Moreover, if DLM manager program 270 deter- 

35 mines that one of the components in DLM 21 0 that must 
be upgraded is dependent on a second component in 
another download module, such as DLM 220, DLM 230 
or DLM 240, then DLM manager program 270 also re- 
quests the download of the latest version of that second 

40 component. This process is reiterated until the latest 
versions of all dependent components are obtained. 
[0054] FIGURE 4 depicts flow diagram 400, which il- 
lustrates the operation of download module manager 
270 in exemplary mobile station 111 according to one 

45 embodiment of the present invention. As a result of a 
triggering event, DLM manager program 270 receives a 
list of the latest versions of components in DLM k (proc- 
ess step 405). DLM k may be, for example, DLM 1 , DLM 
2, DLM 3 or DLM 4. Next DLM manager program 270 

so compares the list of the latest versions of the compo- 
nents in DLM k with the currently installed versions of 
those components in DLM k (process step 410). DLM 
manager program 270 then selects at least one compo- 
nent in DLM k to be upgraded and determines the inter- 

55 dependencies of the selected component, if any (proc- 
ess step 41 5). DLM manager program 270 requests the 
list(s) of the latest versions of the interdependent com- 
ponents) in other DLM(s), if any (process step 420). 
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ing the transfer of said newer component versions 
of said identified related components for which new- 
er component versions are available. 

5 5. The mobile station as set forth in Claim 4 wherein 
said controller is further capable of determining an 
interdependency between a first identified related 
component in said first download module and a de- 
pendent component in a second download module. 

10 

6. The mobile station as set forth in Claim 5 wherein 
said controller is further capable of comparing a ver- 
sion identifier associated with said dependent com- 
ponent in said second download module with a cor- 

is responding version identifier associated with said 
dependent component that is contained in said list 
of latest component versions. 

7. The mobile station as set forth in Claim 6 wherein 
20 said controller is capable of transmitting a request 

message to said software upgrade server request- 
ing the transfer of a newer component version of 
said dependent related component if said newer 
component version is available. 

25 

8. The mobile station as set forth in one of Claims 1 to 
7 wherein each of said related components in said 
first download module is of a different data type than 
the other related components in said first download 

30 module. 

9. The mobile station as set forth in Claim 8 wherein 
said related components comprise at least one of i) 
resources data, ii) graphics data, iii) strings data, 

35 and iv) executable code. 

10. The mobile station as set forth in Claim 2 wherein 
said controller requests said list of latest component 
versions from said software upgrade server in re- 

40 sponse to a triggering event, said triggering event 
comprising at least one of: 



[0055] DLM manager program 270 then receives the 
lists of the latest versions of the interdependent compo- 
nents in other DLM(s) and compares them with the in- 
stalled versions of the same components in the other 
DLM(s) (process step 425). Next, DLM manager pro- 
gram 270 requests the download of the selected com- 
ponents in DLM k and all of the required interdependent 
components in the other DLM(s) (process step 430). 
When all the new versions of all of the requested com- 
ponents are present, DLM manager program 270 re- 
places the old versions. Eventually, MS 111 is rebooted 
and the new components are executed thereafter (proc- 
ess step 435). 

[0056] Although the present invention has been de- 
scribed in detail, those skilled in the art should under- 
stand that they can make various changes, substitutions 
and alterations herein without departing from the scope 
of the invention in its broadest form. 



Claims 

1. A mobile station capable of wirelessly receiving 
software files from a software upgrade server via a 
wireless communication network, said mobile sta- 
tion comprising: 

a memory capable of storing said received soft- 
ware files in a plurality of download modules, 
wherein each download module comprises a 
plurality of related components that operate to- 
gether to perform a particular function; and 
a download module controller associated with 
said memory capable of determining a version 
identifier associated with each component in 
each of said plurality of download modules, 
wherein said controller is further capable of 
comparing a first group of version identifiers as- 
sociated with a first plurality of related compo- 
nents in a first download module with corre- 
sponding version identifiers associated with 
said first plurality of related component that are 
contained in a list of latest component versions. 

2. The mobile station as set forth in Claim 1 wherein 
said controller is capable of requesting and receiv- 
ing said list of latest component versions from said 
software upgrade server. 

3. The mobile station as set forth in Claim 2 wherein 
said controller, in response to said comparison, 
identifies ones of said first plurality of related com- 
ponents for which newer component versions are 
available. 



receipt of an operator input; 
receipt of a notification message from said soft- 
ware upgrade server; and 
expiration of a timer in said mobile station. 

11 . A method for upgrading software in a mobile station 
capable of wirelessly receiving software files from 
a software upgrade server via a wireless communi- 
cation network, the method being for use in said mo- 
bile station, the method comprising the steps of: 

storing the received software files in a memory 
as a plurality of download modules, wherein 
each download module comprises a plurality of 
related components that operate together to 
perform a particular function; and 



4. The mobile station as set forth in Claim 3 wherein 
said controller is capable of transmitting a request 
message to said software upgrade server request- 
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determining a version identifier associated with 
each component in each of the plurality of 
download modules; 

comparing a first group of version identifiers as- 
sociated with a first plurality of related compo- 
nents in a first download module with corre- 
sponding version identifiers associated with the 
first plurality of related component that are con- 
tained in a list of latest component versions. 

12. The method as set forth in Claim 11 further compris- 
ing the steps of requesting and receiving the list of 
latest component versions from the software up- 
grade server. 

13. The method as set forth in Claim 12 further com- 
prising the step, in response to the step of compar- 
ing, of Identifying ones of the first plurality of related 
components for which newer component versions 
are available. 



iv) executable code. 

20. The method as set forth in Claim 12 wherein the 
step of requesting the list of latest component ver- 
5 sions from the software upgrade server occurs in 

response to a triggering event, the triggering event 
comprising at least one of: 

receipt of an operator input; 
10 receipt of a notification message from the soft- 

ware upgrade server; and 
expiration of a timer in the mobile station. 



20 



14. The method as set forth in Claim 13 further com- 
prising the step of transmitting a request message 
to the software upgrade server requesting the trans- 
fer of the newer component versions of the identi- 25 
fied related components for which newer compo- 
nent versions are available. 



15. The method as set forth in Claim 14 further com- 
prising the step of determining an interdependency 30 
between a first identified related component in the 
first download module and a dependent component 

in a second download module. 

16. The method as set forth in Claim 15 further com- <35 
prising the step of comparing a version identifier as- 
sociated with the dependent component in the sec- 
ond download module with a corresponding version 
identifier associated with the dependent component 
that is contained in the list of latest component ver- *o 
sions. 



17. The method as set forth in Claim 16 further com- 
prising the step of transmitting a request message 
to the software upgrade server requesting the trans- 
fer of a newer component version of the dependent 
related component if the newer component version 
is available. 



18. The method as set forth in one of Claims 11 to 17 so 
wherein each of the related components in the first 
download module is of a different data type than the 
other related components in the first download 
module. 

55 

19. The method as set forth in Claim 18 wherein the 
related components comprise at least one of i) re- 
sources data, ii) graphics data, iii) strings data, and 
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